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The global cost of cybercrime is

oc4 TRILLIO

From a period of 2022 to 2027, cybercrime will increase 182%.
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THE FOUR DIGITAL HORSEMEN

Maybe you have heard of these headlines in the news or at
work?

Doom (War): “WW3 will be caused by a cyber attack”
Breach (Pestilence): “Everyone’s data is already out, it’s too late”
Sophistication (Death): “It can't be stopped”

Resources (Famine): “There isn’t enough money or people”

‘Mother of all breaches’ dataleak
reveals 26 billion accountrecords
stolen from Twitter, LinkedIn, more

AR | NATO
\é;/ @8] NORTH ATLANTIC TREATY ORGANIZATION

ABOUT US WHAT WE DO NEWSROOM WORK WITH US LEARN MORE

L Newsroom

NATO will defend itself

Article by NATO Secretary General Jens Stoltenberg published in Prospect’s
new cyber resilience supplement

The alliance will guard its cyber domain—and invoke collective defence if
required.
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THE STATE OF SEGURITY

1,210 Organizations 43% of Attacks

Impacted by ransomware every week Aimed at SMB’s under 100 employees

60% of Businesses 500,000

Close down after a significant cyber attack In the U.S. Over 4,0



POLL

Jo you know of anyone who
1as had a security incident in
the past year?
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[HE STATE OF HINANGE

Fraudulent Schemes

Alter billing information of Revealing & Sensitive Dat

clients, invoices, bank

access, etc. Many different compliances, fa

pliance audits. Membershi
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TIAE BOMB - THIRD PARTY RISK

“In short, these are the
breaches an organization could
potentially mitigate or prevent
by trying to select vendors with
better security track records. We
see this figure at 15% this year,
a 68% increase from the
previous year |[...|"

-Verizon Data Breach
Investigation Report, 2024

System
Intrusion,
Miscellaneous
Errors, Social
Engineering
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ERGREEN SECURITY STRATECIES

«EE% DO’S and DONTS g@@ RISK MANAGEMENT

Tips To Implement Governance, Risk, Compliance “GRC”

Traps To Avoid Incident Response
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Apply The “Ransomware Discount Code” / / Dismiss The Risk & Say, “l Have Cyber Insurance”
According to a study by IBM, companies saved - / ///’ Pol|cy gaps like social engineering / loss of device
$470,000 in average costs of a breach compared to “Duty to Defend” and are you covered by D&0
those that chose not to involve law enforcement. -\« ; A / . Also, hackers love to know you are insured!

-~ &/ ) '\mQ \> ;,‘ \( W W S yt i,,
Legally Privilege Your Penetration Tests AN | \ @ Let Reasonable Be The End of Discussion

VP

V 2 % "‘ Only one in three breaches were detected by internal

= | security teams/tools. Data breaches disclosed by the
. attacker cost nearly $1 million more on average.

If you have a breach and are sued (and you will be)
your known issues protected by ACP could result in
huge savings of both money and reputation.

e —_—

Champion Your Information Séﬁurity Team - 3 Think Checking A Compliance Box Means Secure

Every time those slight inconveniences security
imposes, like multi-factor, say YES! Your culture is
invaluable to your Information Security team.

Riding a motorcycle wearing a helmet and no other
. protection meets legal requirements, but not
necessarily smart.
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INFOSEG RISK MANAGEMENT 101

MONITORING

Are Assets + Policies aligned? Are
audits as expected?

ASSETS
People, Hardware, Data, Intellectual
Property, etc

POLICIES

Administrative, Technical Controls and
Configurations, Physical Security

RESPONSE & RECOVERY

If'Yes, Continual Improve

If No, Incident Response

15



EXAMPLES

ASSETS

UEM for Devices & Installed Apps & EDR
iDPfor Employees
SSPM for Cloud Software

MONITORING

SIEM ingesting logs
Threat Hunting & Threat Intelligence
Event Viewer ‘Advanced” Auditing

POLICIES

GRC Tool to document & track against
AUP & Training & Phishing
Group Policy, DLP, Encryption, etc

RESPONSE & RECOVERY

Incident Response Procedures
BCP With Recent DR Procedures
Infosec Professional To Lead
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INGIDENT RESPONGE & TABLETOP T

Some questions you may want to bring to your team:
e Incident response team - internal vs external, tracking re|mbursemen=
= /w/
= %

e  Who to contact first? Law Enforcement? Lawyer? Cyber Insurance7 =
e  Are “Out Of Band” Communications set up?

e  How are you simulating weeks / months?
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Al SECURITY TIPS

KHINED

Broad exclusion claims but limited liability cap
Upstream indemnification

Copyright law requires human authorship
Developer code generation (reciprocal open source
licenses used in training the model can cause licenses to
trigger against your codebase)

Employees/Customers “Escaping The Matrix” of an Al chat
PIl, Secrets, other data leakage
Vendor solutions can rely heavily on third-party LL
put your data at risk ‘



POLL 7
Has your firm created an Al
nolicy?
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o0C 2 TYPE 2 THINGS TO KNOW

| AUDITOR OPINION | NOT BINDING | AREYO

Qualified opinions need to be SOCis not a contract. Have a list AUDlENCE’
read carefully! of expectations to reconcile If you do not understand the
against.

EC For Goods EADOW
IT

SOC 2 is for Service only!

report, it is not for you.

“SOC for Supply Chain”is for Not everyone in the
goods organization will think of
before they break a co



POLL 3

Do you regularly perform

SUC 2 report reviews of

SN vendors your firm utilizes
a after the initial review?







OWASP Top [0

Broken Access Control
Cryptographic Failures
Injection

Insecure Design

Security Misconfiguration

https://owasp.org/

Vulnerable and Outdated Compor
|dentification and Authentication Failu
Software and Data Integrity Failures

Security Logging and Monitoring Fail es

Server-Side Request Forg



Web Application security

Trusted Tools & Frameworks

Trusted user Identity & Access Management (IAM)

Trusted Data Sources (e.g. Financial Aggregator)

Validated integrations (e.g. adhering to marketplace standards)
Mature coding frameworks that prevent XSS & SQL injection

Secure by Design

SSO and/or 2-factor and step-up authentication
Fine-grained user roles & per entity provisioning
Antivirus scanning of uploaded files in isolation
Secure coding training and security awareness




oecure software Develop

ORROMRG L O © O © O

.pre —— check — qa

@ install-dependencies s} @ audit 5] @ build-image-qa 5]
@ lint (%) @ deploy-environment-qa =)
. N secret_detection < @ performance-test-qa %)
DAST Scans in ephemeral environments -
@ sonarcloud (5] @ ga-dast-scan (5]
Mandatory code reviews and approvals © test 8 @ sopenvionmentga  (m

@ validate
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Web Application Firewall H $
es & DDOS protection
Zero-trust i eo0e eo0e 3 .
networks :E: 000 ¢ 13
4 4

API Gateway Monitorin
rate limiting & .
.-authorizers Networking Obsere "
Proactive
security alerts

ryption

at rest & in-transit Secure

Infrastructure [

Ephemeral servers YA
‘w/anti-malware/virus Cont.aln(_erlzed
: Applications Prepatedness )

(OX] Isolatioh‘ ‘

Least-privilege.
.access

Regular patching
app libs, OS deps & servers
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Recent Gase Study

AWS env Attack




Recent Amazon Web Services .env Attack | K AANED

O OO

In August of ‘24, an attack against AWS accounts was uncovered by Unit 42 researchers that targeted inadvertent
credential exposure via insecurely stored .env files on servers
The exposed files held AWS access keys, APl & access keys and database credentials
The attack impacted 110,000 domains, exposing over 90,000 enyironment variables including APl keys and more
Enforce best practicessto minimize risk:

.env exclusions from deployed images

Secret detection in codebase within audit phase
Deploy defenses:

AWS Web Application Firewall (WAF) with bot detection & managed rules

AWS API Gateway with rate limiting and authorizers
Enable proactive alerting to gz,e;tect incidents:

AWS Guard Duty - privilege escalation detection

Elastic SIEM - detect outliers and suspicious behavior &
Formalize incident response plan rehearsal and activation process

https://www.csoonline.com/article/3488207 /aws-environments-compromised-through-exposed-env-files.html
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THANK YOU!
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@travischerry
@mattkylegeary




